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LARIMER COUNTY POLICY
ADMINISTRATIVE POLICY
SUBJECT:
Generative Artificial Intelligence
DATE: June 17, 2025
EFFECTIVE PERIOD: 
Until Superseded
REVIEW SCHEDULE: 
Every one year in June, or as needed
CANCELLATION: 
Not applicable.
REVISION SECTION:
Not applicable.

DEFINITIONS:
1. Artificial Intelligence (AI): A machine-based system that can, for a given set of human-defined objectives, make predictions, recommendations, or decisions influencing real or virtual environments. Artificial intelligence systems use machine- and human-based inputs to perceive real and virtual environments; abstract such perceptions into models through analysis in an automated manner; and use model inference to formulate options for information or action (Reference 1).

2. Generative Artificial Intelligence (Gen AI): The class of AI models that emulate the structure and characteristics of input data to generate synthetic content.  This can include images, videos, audio, text, and other digital content. While this policy document includes principles that apply to AI technologies generally, the policy statements apply only to Generative AI systems.

3. Hallucination: When an AI model produces text or information that appears credible but is factually incorrect or fabricated. These arise from the model's reliance on learned patterns without verifying content accuracy. This poses significant challenges in applications requiring high accuracy and reliability, such as automated customer support.

4. Human in the Loop (HITL): An iterative feedback process where a human (or team) interacts with an AI system to improve its performance by providing ongoing feedback to refine its predictive abilities, accuracy, and training outcomes, while also critically evaluating and correcting inaccurate, biased, or potentially harmful outputs before they are released or used in any business processes.

5. Substantive Use: When Generative AI's contribution is integral to a task or outcome, greatly informing the final content, form, or functionality of the end product or decision. This contrasts with incidental or minor use, where Generative AI plays a negligible role.
ENCLOSURES:
Not applicable.

REFERENCES:
1. National Artificial Intelligence Initiative; 15 U.S.C. 9401(3)
2. Larimer County Confidential Data Privacy and Protection Policy
3. Larimer County Privacy Policy
4. Larimer County Data Policy
5. Larimer County Guiding Principles
6. Consumer Protections for Artificial Intelligence; SB24-205
7. Generative AI Guidelines for Larimer County Staff
8. Larimer County Legal Compliance Policy

PURPOSE:
To define requirements that Larimer County divisions and departments must observe when acquiring and using software that meets the definition of generative artificial intelligence.

SCOPE:
This policy applies to all Offices, Departments, employees, and volunteers of Larimer County in addition to vendors and contractors.

RESPONSIBILITY:
The Chief Information Officer administers this Policy.

POLICY:
I. ACQUISITION OF GENERATIVE AI TECHNOLOGY
A. Larimer County encourages the responsible use of third-party Generative AI solutions, allowing County staff the flexibility to acquire and use these tools if they align with the County’s AI safety guidelines (Reference 7). This policy will not interfere with existing procurement practices.

B. The IT department retains the authority to block or restrict access to any Generative AI solutions if they are deemed non-compliant with the County’s AI safety guidelines (Reference 7) or present risks that cannot be adequately mitigated

II. USE OF GENERATIVE AI TECHNOLOGY
A. Outputs of Generative AI systems must be reviewed by humans prior to each use in an official County capacity (Human in the Loop or HITL). HITL review processes shall be documented by owning departments and shall demonstrate how the HITL review was conducted.
	Comment by Bridget Paris: Ideally this would be captured in the retention schedule and requirements.	Comment by Greggory Allen Turnbull: Removed reference to HITL documentation being kept as a record, as they are not considered county records .
B. For public facing Generative AI solutions, such as a chat bot, the system must utilize only public-facing, county data for training and generative purposes. Additionally, a disclaimer must be provided to users to ensure they are aware of their engagement with an AI agent, per SB24-205 (Reference 6) and of the potential for inaccuracies or hallucinations in the AI-generated responses

III. ATTRIBUTION, ACCOUNTABILITY AND TRANSPARENCY OF AUTHORSHIP
A. All images and videos created using Generative AI systems must be attributed to the appropriate Generative AI system. Wherever possible, attributions and citations to Larimer County should be embedded in the image or video (e.g., via digital watermark).

B. If text generated by an AI system is used substantively in a final product, attribution to the relevant AI system is required.

C. If a significant amount of source code generated by an AI system is used in a final software product, or if any amount is shared with the public and or used operationally, the code must be evaluated by a human to ensure safe and accurate execution and results.

D. Those prompting generative AI to create content for County business shall not utilize copywritten or trademarked material within the prompt.

E. When attribution is required, all attributions should include the name of the AI system used plus an HITL assertion (which should include the department or group who reviewed and edited the content).
1. Example: Some material in this brochure was generated using Google Gemini and was reviewed for accuracy by a member of the Department of Human Services before publication.

F. Offices and Departments shall interpret “substantive use” thresholds to be consistent with the definition outlined in this document as well as relevant intellectual property laws.

IV. REDUCTION OF BIAS AND HARM
A. Generative AI systems may produce outputs based on stereotypes, use data that is historically biased against protected classes, or be attuned to over correct in the production of generated content. County staff must work to ensure that both the prompts used to create content, and the content generated does not discriminate or violate any conditions of Larimer County Legal Compliance policy (Reference 8). Larimer County staff must use Generative AI tools responsibly, follow business etiquette, and represent the County positively. 

V. DATA PRIVACY AND USE
A. Use of Generative AI tools shall be consistent with the principles and standards described in the Larimer County Confidential Data Privacy and Protection Policy (Reference 2) and Larimer County Privacy Policy (Reference 3).

B. Unless suitable controls and data protections are in place, staff shall not submit data that is classified as protected by the County's data classification guidelines in the Larimer County Privacy Policy (Reference 3) or that otherwise not considered to be acceptable to disclose to the public, shall not be submitted to Generative AI systems.	Comment by Bridget Paris: Classified as what?	Comment by Gregg A Turnbull: Protected - three data sets are currently referenced but may change over time. 


C. Protected County data must not be used to train or fine-tune Generative AI models outside the County’s control. County staff may only use AI technologies that ensure protected data and records are not incorporated into their language models. For example, if a Generative AI solution does not allow users to opt out of data being used for training, users must not share protected data with that solution.	Comment by Bridget Paris: It may be good to add a section about this concept, or at least a reference maybe to a how to, so that users know there’s a feature exclude prompts/requests from training.  I don’t think many users know this.	Comment by Gregg A Turnbull: It is highlighted in the guidelines, specifically with ChatGPT. 

VI. OPEN RECORDS AND COUNTY RECORDS MANAGEMENT
A. Prompts and outputs, or summaries, generated through Generative AI are not considered official County records unless they are human reviewed, approved, and incorporated into final County documents or communications. Once AI-generated content is finalized and included in an official document, the original prompts and draft outputs should be deleted.

VII. EXCEPTIONS
A. Exceptions to this policy must be approved in advance, through submission via email to the Chief Information Officer or designated reviewer.

VIII. NON-COMPLIANCE
A. Department Heads are responsible for enforcing this policy within their respective departments. Non-compliance may result in Department Heads imposing disciplinary action, restriction of access, or more severe penalties up to and including termination of employment or vendor contract.




Approved by BOCC – Consent Agenda – June 17, 2025
Kristin Stephens
Chair, Board of County Commissioners
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